Pete McGovern wsbprF, EnCE, CFCE, CCME

6586 Hypoluxo Road

Suite #107

Lake Worth, FL 33467 CODE BI'U E
800-996-9420 : DIGITAL FORENSICS
pete@codeblueforensics.com

DIGITAL FORENSICS EXAMINER
CYBER CRIMES INVESTIGATOR
INSTRUCTOR

CAREER-DIRECTED EXPERIENCE

CODE BLUE DIGITAL FORENSICS
(formerly EPYX FORENSICS), South Florida JAN '12 — PRESENT
Owner / Managing Director
0 Expert digital forensic and data recovery services
o Training courses in digital forensic and cyber investigations for law enforcement,
military, government and private sector clients

PALM BEACH COUNTY SHERIFF'S OFFICE, West Palm Beach, FL SEP '04 - PRESENT
Detective / Digital Forensics Examiner / Instructor
o Conduct criminal investigations involving digital evidence
0 Seize computer hardware according to standard operating procedures
0 Retrieve evidentiary data according to the best forensic practices
0 Teach various computer-related training courses to the public and law
enforcement personnel

UNITED STATES DEPARTMENT OF STATE
BUREAU OF DIPLOMATIC SECURITY
ANTI-TERRORISM ASSISTANCE PROGRAM
DIVISION OF CYBER TRAINING, Washington DC OCT '08 - PRESENT
Contract Anti-Terrorism Cyber Training Instructor
o Teach various anti-terrorism cyber training courses to foreign national and law
enforcement personnel

NATIONAL COMPUTER FORENSICS INSTITUTE
(NCFI-USSS), Hoover, AL MAY ‘16 — PRESENT
Contract Instructor
o Teach various mobile and digital forensic investigations courses to law
enforcement personnel

CELLEBRITE, Parsippany, NJ JUNE ‘17 — PRESENT
Cellebrite Senior Certified Instructor
0 Teach various mobile forensic certification courses to private sector, government,
military, and law enforcement personnel
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TRITECH FORENSICS, Leland, NC JUNE ‘17 — PRESENT
DIGITAL SHIELD, Palm Bay, FL APR ‘13 — PRESENT
HIGH TECH CRIME INSTITUTE, Tampa, FL AUG '07 — PRESENT
Contract Instructor / Course Developer / Forensic Examiner
o Expert digital forensic and data recovery services
o Develop and teach various digital forensic and investigative courses to private
sector, government, military, and law enforcement personnel

FLORIDA ATLANTIC UNIVERSITY, Boca Raton, FL MAY ‘11 — JUNE ‘13
Adjunct Professor / Course Developer
o Develop and teach the Undergraduate cyber crime curriculum

PALM BEACH STATE COLLEGE, Lake Worth, FL FEB '08 — JAN ‘11
Adjunct Instructor
o0 Teach various law enforcement related training courses to law enforcement

personnel
WEST PALM BEACH POLICE DEPT., West Palm Beach, FL APR '98 - SEP ‘04
SALISBURY CITY POLICE DEPT., Salisbury, MD AUG '93 - FEB ‘97
OCEAN CITY POLICE DEPT., Ocean City, MD Summers '92 & ‘93

Police Officer
0 Conduct criminal investigations and solve complex problems decisively
with little or no supervision.

FORMAL EDUCATION

UNIVERSITY OF CENTRAL FLORIDA, Orlando, FL GRADUATE - DEC ‘10
Master of Science Degree: Digital Forensics

BARRY UNIVERSITY, Miami Shores, FL GRADUATE - JUNE ‘02
Bachelor of Science Degree: Information Technology
w/ Specialization in Network Administration
Graduated Magna Cum Laude

RADFORD UNIVERSITY, Radford, VA GRADUATE — DEC ‘95
Bachelor of Science Degree: Criminal Justice w/
minor courses in Computer Science
Honors: Dean’s List

SPECIALIZED EDUCATION

BERLA, Largo, FL FEB ‘19
iVE Vehicle Forensics Course

CELLEBRITE, Miami, FL SEP ‘18
Cellebrite Advanced Smartphone Analysis (CASA) Course

UNITED STATES SECRET SERVICE, Hoover, AL SEP ‘18
Advanced Mobile Device Examiner (AMDE) Course

POLICE TECHNICAL, Ft. Lauderdale, FL AUG ‘18
Dark Web Investigations

GEOCELL, Miami, FL JUNE ‘18
Advanced Cell Phone Investigations — Cell Site Analysis
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CELLEBRITE, Orlando, FL JUNE ‘18
Cellebrite Expert Forensic Analysis (CEFA) Course

UNITED STATES SECRET SERVICE, Hoover, AL JULY ‘17
Mac Forensics Training (MFT) Course

SYNTRICATE, Lindon, UT MAY ‘16
Android Analysis

DIGITAL SHIELD, Palm Bay, FL OCT ‘15
Forensic Explorer Trainer Certification Course

DIGITAL SHIELD, Palm Bay, FL MAY ‘14
X1 Social Discovery Certification Course

BLACKBAG TECHNOLOGIES, West Palm Beach, FL FEB ‘14
Blackbag Technologies Tools Training (BBT-320)

UNITED STATES SECRET SERVICE, Hoover, AL AUG ‘13
Mobile Device Examiner (MDE) Course

DIGITAL SHIELD, West Palm Beach, FL APR ‘13
Cellebrite Ultimate Certification Training Course

BROWARD COMMUNITY COLLEGE, Davie, FL JUNE ‘11
GPS Forensics

GUIDANCE SOFTWARE, Sterling, VA JULY ‘10
EnCE Prep Course

FEDERAL BUREAU OF INVESTIGATION, Boca Raton, FL JUNE ‘09
FBI-CART Image Scan System ver3

SEARCH, Jacksonville, FL OCT ‘08
Advanced Responders: Search & Seizure of Networks

MOBILE FORENSICS INC., Miami, FL SEPT ‘08
Advanced Mobile Forensics Workshop 202

UNITED STATES SECRET SERVICE, Hoover, AL AUG ‘08
Network Intrusion Responder Program (NITRO)

ACCESS DATA, Ft Lauderdale, FL APR ‘08
Access Data Intermediate Computer Forensic Bootcamp

BROWARD COMMUNITY COLLEGE, Davie, FL JULY ‘07
Instructor Techniques

BK FORENSICS / IACIS, Orlando, FL APR ‘07
Cell Phone Forensics 101
Advanced DatalLifter Forensic Tools Training

GUIDANCE SOFTWARE, Sterling, VA DEC ‘06
EnCase Intermediate Computer Forensic Analysis Training

HIGH TECH CRIME INSTITUTE (HTCI), Clearwater, FL AUG '06
Cell Phone and Portable Storage Forensics
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FLORIDA DEPARTMENT OF LAW ENFORCEMENT
(FDLE), West Palm Beach, FL
Introduction to Internet Investigations

NATIONAL WHITE COLLAR CRIME CENTER (NW3C), Miami, FL
Advanced Data Recovery and Analysis — Windows NT,2K,XP

GUIDANCE SOFTWARE, Myrtle Beach, SC
Computer Crimes Investigations Training

GUIDANCE SOFTWARE, Myrtle Beach, SC
Computer Crimes Investigations Training

NATIONAL WHITE COLLAR CRIME CENTER (NW3C), Orlando, FL
Advanced Data Recovery and Analysis — Windows 9x

NATIONAL WHITE COLLAR CRIME CENTER (NW3C), Miami, FL
Advanced Data Recovery and Analysis - Internet

GUIDANCE SOFTWARE, Sterling, VA
EnCase Introduction to Computer Forensics Training

PALM BEACH STATE COLLEGE, Lake Worth, FL
CompTIA A+ Certification Course

BROWARD COMMUNITY COLLEGE INSTITUTE
OF PUBLIC SAFETY, Ft. Lauderdale, FL
Electronic Search and Seizure

INTERNATIONAL ASSOCIATION of COMPUTER

INVESTIGATIVE SPECIALISTS (IACIS), Orlando, FL
Computer Forensic Examiner Training Program
Electronic Evidence Collection

METROPOLITAN POLICE INSTITUTE, Miami, FL
Fraud Investigations

CERTIFICATIONS

a |VE iVe Vehicle Examiner

Proficiency in mobile device forensic examinations

Cellebrite Certified Mobile Examiner
Proficiency in mobile device forensic examinations

OSForensics Triage Certification
Proficiency in the use of OSForensics Triage software

Certified Blacklight Examiner (CBE)
Proficiency in the use of Blacklight software and Apple
iOS forensic examination concepts

MAY ‘06

AUG ‘05

JUNE ‘05

JUNE ‘04

APR ‘04

DEC ‘03

AUG ‘03

JULY ‘03

MAY ‘03

MAY ‘03

APR ‘03

FEB ‘19

OCT ‘18

MAY ‘18

JULY ‘17
RECERT —JULY ‘20
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/ Access Data Mobile Examiner (AME)
<2 Al tn Proficiency in the use of Mobile Phone Examiner software and
’ 4 mobile forensic examination concepts

Forensic Explorer Trainer Certification
Proficiency in the use of Forensic Explorer software

X piscoveERy X1 Social Discovery Certification
Proficiency in the use of X1 Social Discovery software

cellebrite
cefilied
=

Cellebrite Logical and Physical Analyzer Certification
Proficiency in the use of Cellebrite UFED Ultimate Logical
and Physical Analyzer solution

L |
g Phusical
analyst

EnCase Certified Examiner (EnCE)
Proficiency in the use of EnCase software and digital forensic
examination concepts

Computer Forensic Certified Examiner (CFCE) - IACIS

Certified Electronic Evidence Collection Specialist (CEECS) - IACIS
Proficiency in digital forensic examination concepts to
include collection, preservation, evidence recovery, and
presentation of digital evidence according to the best
forensic practices.

Florida Department of Law Enforcement (FDLE) Instructor Certification
Instructor certification in order to teach FDLE courses
to law enforcement personnel throughout the State of FL.

CompTIA A+ Certification
| A H Identify and resolve computer hardware issues;

implement, maintain, and troubleshoot Windows operating
CERTIFIED Systems

EXPERT WITNESS TESTIMONY

US DISTRICT COURT FOR THE SOUTHERN DISTRICT OF FLORIDA
US v. Massena — Narcotics
USv. Levinson — Child Pornography

15™ JUDICIAL CIRCUIT — PALM BEACH COUNTY, FL
State of FL v. Sanders — Child Pornography
State of FL v. Gibson/Rutledge — Homicide
State of FL v. Dippolito — Murder for Hire

9t JUDICIAL CIRCUIT — ORLANDO, FL
Aston Capital v. Gulfstream Investments Corp.

APR ‘16

OCT ‘15

APR ‘14

APR ‘13
RECERT - OCT ‘18

JULY ‘11
RECERT - JUNE ‘17

JULY '04
RECERT - SEP ‘19
MAY '03

JULY ‘08

AUG ‘03

AUG ‘16
APR ‘11

DEC ‘13
MAY ‘11
MAY ‘11

AUG ‘17
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COURSEWARE DEVELOPMENT

EPYX FORENSICS
Mobile Device Seizure
Android Mobile Forensics Course
US DEPARTMENT OF STATE — ANTI-TERRORISM ASSISTANCE PROGRAM
Fundamentals of Network Security (FNS)
Principles of Internet Investigations Course (PIIC)

X1 DISCOVERY / DIGITAL SHIELD
X1 Social Discovery Certification Course

ORGANIZATIONS

INTERNATIONAL ASSOCIATION of COMPUTER
INVESTIGATIVE SPECIALISTS (IACIS)

MIAMI ELECTRONIC CRIMES TASK FORCE (MECTF)
HIGH TECHNOLOGY CRIME INVESTIGATION ASSOCIATION (HTCIA)

HIGH TECH CRIME CONSORTIUM (HTCC)

AWARDS

APR ‘12
FEB ‘15

AUG 12

MAR ‘14

APR ‘14

MAY ‘03

JAN ‘10

APR ‘15

MAY ‘15

LETTER OF RECOGNITION 15" Judicial Circuit State Attorney, Palm Beach Co., FL MAY ‘11

Examination of computers reference a murder for hire investigation

RECOGNITION AWARD Jupiter PD, FL
Examination of computers and phones reference a homicide investigation

LETTER OF COMMENDATION
National Center for Missing & Exploited Children (NCMEC), VA
Examination of computers reference a sexual predator investigation

CERTIFICATE OF APPRECIATION West Palm Beach PD, FL
Examination of cell phones reference a sexual battery investigation

LETTER OF RECOGNITION Stuart PD, FL
Examination of computers reference a fraud investigation

SPEAKING ENGAGEMENTS

COUNTER TERRORISM CONFERENCE London, England
Cyber Warfare — “The New Battleground”

HOMICIDE CONFERENCE West Palm Beach, FL
Investigation of Mobile Devices

MOBILE FORENSICS WORLD CONFERENCE Myrtle Beach, SC
Verifying Android Malware Scanning Utilizing Linux

MOBILE FORENSICS WORLD CONFERENCE Myrtle Beach, SC
Android Forensics — Bypassing Passcodes and Getting Physical
Acquisitions through Flashing Recovery Partitions

FEB ‘10

NOV ‘08

NOV ‘07

SEPT '06

NOV ‘10

DEC ‘12

JUNE ‘13

JUNE ‘16
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